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It’s imperative to evaluate all aspects of the
enterprise as there are many factors to consider,
and it’s well worth the investment to perform
an honest evaluation before moving forward.
Specifically, agencies should evaluate when it

Federal agencies are moving their workloads to

the cloud to achieve greater efficiency, scalability

and lower costs, and to provide the ability to

incorporate modern processes and technologies.

And yet, since the introduction of Cloud First over

1. How sensitive is the data or application? While
the answer will depend on the agency’s rules, and
possibly a judgment call by senior decision-makers,
certain data and systems containing sensitive
data may not be good candidates for public cloud
migration. If not, they may still be candidates for a
hybrid cloud model.
2. How portable is the application? Some

Smart planning results in cloud smart

are good candidates for the cloud.
For each workload, ask:

“I’ve seen cases where an agency will stand up
one cloud environment for a specific pilot project,
a different cloud environment somewhere else for
a similar program or project, without any up-front
planning,” says Shamlan Siddiqi, public sector chief
technology officer for NTT DATA, a global business
and IT services provider that services dozens of
federal clients. “As those environments grow and
more applications are added, it can get out of hand
pretty quickly. Silos are formed and cloud usage bills
are much higher than expected, because peaks and
valleys weren’t anticipated. Cloud is not about moving
your workloads to a different infrastructure!”

The first step in making the right decisions is planning.
By taking the time to thoroughly evaluate a potential
move to the cloud, agencies can avoid making bad
decisions. For example, good planning can help avoid
duplicating efforts, making poor design decisions,
causing performance and security challenges or cost
overruns and creating new silos in the cloud.
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For workloads slated to move to the cloud,
agencies must decide cloud type, cloud provider
and cloud tools. These complicated decisions
depend on many factors. While the type of
cloud will depend on the agency’s workload
needs, cloud tools will differ depending on the
target cloud (private, public or hybrid). And if
the agency uses some form of DevSecOps,
it will require additional automation services.
For example, Amazon Web Services (AWS)
offers services to support DevOps processes
like continuous integration and continuous
delivery (CI/CD) with AWS CodePipeline for
CI/CD orchestration, AWS CodeCommit for
source and version control, AWS CodeBuild for
continuous integration of compiled source code
and AWS CodeDeploy for automated software
deployment.

Choose wisely

agencies may choose to keep the system onpremises. For applications that won’t easily
port to the cloud yet offer a strong cloud return
on investment (ROI), consider an application
modernization initiative that moves the
system away from its legacy architecture to a
container strategy in which the application is
broken into microservices.

Cloud providers understand agencies are limited
to suppliers that fully comply with the Federal
Risk and Authorization Management Program
(FedRAMP) and offer government-specific cloud
offerings.2 For example, AWS GovCloud gives
agencies the flexibility to architect secure cloud
solutions that comply with FedRAMP. However,

It’s important for agencies to adopt a proactive
security approach with elements like zero
trust architectures, DevSecOps processes for
container scanning and a properly configured
cloud access security broker (CASB) tool.
Ensuring information systems adhere to
relevant NIST 800-53 controls based on their
risk rating should be paired with continuous
monitoring of the environment. These practices
will ensure foundational rigor when moving
workloads to the cloud while maintaining
compliance to proper controls in public and/or
private clouds.

Achieve cloud security

provider most appropriate for the agency’s
workloads and standardize. Standardization
provides consistency, which decreases risk and
improves operational efficiency and, in turn,
grows agency productivity.
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The managed services provider (MSP) model
offers access to highly skilled extended teams that

workload evaluation, application rationalization
and other important cloud adoption decisions.
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M anaged Services: Get and stay cloud smart

Making a smart cloud even smarter is
DevSecOps. It adds security to development

For greater agility and responsiveness, agencies
should strongly consider a DevOps approach.
DevOps increases the speed with which cloudnative applications are developed and deployed
because it often makes use of automated
pipelines that increase productivity and reduce
errors manual processes may introduce. It
also creates a more collaborative environment
between development and operations teams
as developers take greater ownership of
code throughout the software development
lifecycle and operations can create self-service
environments that streamline the development
process.

Agencies have plenty of resources when it
comes to adopting DevOps best practices. In
addition to seasoned integrators and partners,
the government has developed valuable

Like many of their commercial counterparts,
agencies use DevOps processes to facilitate the
streamlined build of new, cloud-ready applications
that can take advantage of modern technologies
and efficiencies. DevOps-inspired automation can
result in processes, such as migration factories,
for the repeatable migration of applications to the
cloud.

and operations processes, baking security into
automated pipelines to ensure code is inspected
as it flows through, while also baking security
controls into self-service development products.
DevSecOps favors the use of cloud-native
technologies like containers, microservices
and serverless development because they
build on DevOps processes to further improve
functionality, the user experience and overall
quality, as well as reduce deployment failures,
foster collaboration and speed development.

A gility: The Argument for DevOps
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The time to start measuring the ROI of a cloud
investment is well before the cloud project begins. In
the months preceding the project, agencies should
evaluate potential operating, integration and ongoing
support costs; mission value and impact; and the cost of
issues like business continuity, monitoring and expected
demand. Be sure to build in visibility and insight across

It’s smart to focus on ROI

How do agencies measure whether a cloud project is
really paying off? There are multiple ways to evaluate
cloud ROI, but many of those methods don’t take into
account everything they should. Often, ROI evaluations
only consider upfront and ongoing costs. Yet, metrics
like improved agility and flexibility, uptime, scalability and
application performance can have a significant bearing
on the results.

An important part of the Cloud Smart adoption process
is evaluating ROI, which should include analyzing
operating costs and the risks to mission criticality. By
evaluating these factors, agencies can better understand
which workloads will provide the best ROI in the cloud
and which may be better off remaining on-premises.
Strongly controlling these measures is critical to
agencies achieving the expected cloud ROI.

The second type of cloud model AWS offers is called
Reserved Instances. It requires a commitment of one
to three years in return for a significant discount. This
model is best for known workloads with predictable

If a cloud project passes all these hurdles, the agency’s
next step is choosing the right cloud cost model. AWS,
for example, offers three cost models. The first is
called On-Demand Instances. This model charges for
every second the cloud instance is used, with no longterm contract or commitment. It’s the most expensive
model but can be appropriate for some mission-critical
workloads, especially those with unpredictable demand.
Too many organizations make the mistake of using this
model routinely, which can drive up costs unnecessarily.

Right-sized instances

mission office. Financial transparency and chargeback
models should be flexible enough to change as an
agency use cases and associated workloads scale and
change. More proactive tracking of resources, processes,
detailed cost models and financial reporting associated
with technologies can help provide more financial
transparency. With this data, agencies can optimize
costs, better justify IT investments and make better
decisions that help improve their ROI.

R OI: Ensure the best return on cloud
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A Cloud Smart strategy also allows agencies
to take advantage of serverless application
development; serverless removes the operational
aspects of development completely by offloading

Microservices, a popular way of breaking
development into small reusable components,
speeds development because teams work on single
aspects of an application’s function, independent
of others, allowing them to release updates when
they’re completed. In addition, microservices
can be leveraged for reuse. By creating a library
of microservices, developers can simply pull
functionality together for deployment as needed.

Cloud-native technologies

With the right planning and focus, agencies
can achieve their goals — improved operational
efficiency, lower costs, better integration with other
applications and solid security. In addition, they’ll
set the foundation to take advantage of emerging
cloud-native technologies like microservices and
serverless computing, which will allow them to
further transform and optimize agency operations
for security, speed and quality.

T ransformation

Putting in place the right building blocks today
is the best way to prepare for tomorrow. With a

Smart transformation

automates the rest of the process of application
deployment, creating infrastructure stacks
as required, leaving developers to code rather
than manage infrastructure. Applications that
require extremely fast time to market, heavy data
processing, and mobile- or user interface-intensive
applications are ideal serverless use cases. While
not as well-used as microservices today, serverless
development is growing. According to Forrester
Research, about half of organizations either
currently use or plan to use serverless architecture
within the next 12 months4.
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