Liquid Cryptocurrency Exchange Uses CASP to Improve Security, Speed

Investors have been making a killing by trading in cryptocurrencies over the past

few years, and numerous cryptocurrency exchanges—businesses that act as banks
for bitcoin and other cryptocurrencies—have sprung up to handle the business.
But as customers know, not all cryptocurrency exchanges are good choices. For
investors, the most important factor, by far, is the security employed by these
exchanges. Without ironclad security, these exchanges are vulnerable to
cryptocurrency thefts, fraud and scams. According to one recent report, these types
of breaches totaled more than $1 billion in the first quarter of 2019 alone.
Security has always been top-of-mind for Liquid, one of the top cryptocurrency
exchanges in the Asia-Pacific region. Since its formation in 2014, the company has
grown significantly; it now offers trades for more than 150 cryptocurrencies and
continually looks for ways to improve both security and the customer experience.
For the first several years of its existence, Liquid was a "cold wallet" shop. Cold
wallets are offline wallets that protect customers' cryptocurrency assets. In the case
of Liquid, the private key was fully air gapped from the internet at all times.
By 2017, it became clear that the cold wallet method, while fully secure, simply
didn't provide the level of service Liquid needed to sustain rapid growth. One of the
major issues was speed; the blockchain-centric service was bogged down by manual
transaction approval processes and the requirement for multiple people to
physically gather in the same location to approve individual transactions.
"We couldn't process withdrawals fast enough to keep up with client expectations.
The speed issue was even making some clients start to doubt our security," said
Seth Melamed, Liquid's head of business development. "At one point, I was on the
train going to work and got a message from someone saying that it had been two
hours since he placed a request for a withdrawal, and calling us scam artists
because it hadn't gone through yet."

That perception of lax security, plus the need for faster service, spurred Melamed to
look for something different. At the same time, he wanted a more distributed,
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decentralized way of managing the signing process and a move away from
dependency on hardware.
"I wanted to devise a situation where we didn't have to trust anybody, and the
inflexibility of the hardware we used for our signing software was a major issue," he
said.
After a lot of detective work, Melamed chose to standardize on the next generation
of Liquid's technology on a Crypto Asset Security Platform (CASP). CASP is a bankgrade security platform designed to protect blockchain transactions. In Liquid's
case, Melamed chose a Unbound Technology's CASP model with multi-party
computation (MPC), which splits information into multiple bits distributed across
multiple entities.
"We were pretty close to going in a different direction when someone
recommended this approach," Melamed said. "It took us a while to get comfortable
with it, but the more we dug in, the more we realized there was no other way to do
it. It meant we wouldn't be tied to hardware and there would be no security
compromises."
Unbound Technology's CASP uses MPC to implement transaction signing across
multiple devices, each holding a random share of the crypto-asset private key. Each
device performs part of the computation using their own key share without the full
key ever existing in one place. The Unbound CASP system works in tandem with
Liquid's own artificial intelligence-based system that evaluates risk and creates risk
policies.
While the bulk of Liquid's assets are still kept in a cold wallet for the time being, the
company has begun moving a portion of its digital assets to Unbound CASP vaults.
When a user makes a withdrawal request, the system first runs Liquid's risk
management algorithm, checking to see whether it is an acceptable risk. Once
approved by the risk system, it is sent to the Unbound CASP for secure signing and
processing.

Although the new system has only been in place a short time, Melamed said the
results are striking. Almost all withdrawals are now securely processed in less than
five minutes, and people are not complaining about withdrawal times anymore.
"We measured ourselves against all of the top exchanges in the world and have
gone from the very bottom to the very top," he said. "Once we're at scale, we have
all of the risk management tools necessary to support on-demand service levels,
even for large amounts."
In addition to the speed and security benefits, Melamed said he likes Unbound's
ability to support large numbers of blockchain protocols. Liquid current supports
about 35 different blockchain protocols, but is adding an average of about one per
month.
While most of Liquid's portfolio is still in cold wallet, the company has become
such a big fan of CASP that it is considering abandoning cold wallet completely.
"I believe the CASP architecture is more secure than even our cold wallet; there are
less points of failure, but it still has the ability to retrieve the private key if
something goes wrong with CASP," Melamed said. "It's not that anything is broken.
I just feel we can go to a new level."
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