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Colleges Focus on Cloud Security
Campus IT shops make securing publiccloud apps a priority.
Karen D. Schwartz
posted March 14, 2012 | Appears in the Focus on Cloud Computing issue of the EdTech Magazine enewsletter.
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Many colleges are taking their time signing on with publiccloud services. As a general rule, universities tend to
adapt slowly to changing technologies, and the security of any cloud service is a big concern.
That’s why Northeastern Illinois University in Chicago started with security. One of the university’s first steps
into the cloud was to migrate away from onpremises virus and spam filtering to cloudbased email security. The
university recently discontinued its use of Symantec’s onpremises Brightmail system in favor of
Symantec.cloud, a public cloud email security service.
“We are always hesitant when it comes to the cloud, but we felt comfortable moving our email security to the
cloud with Symantec because security is what they do,” says Kim Tracy, executive director of University
Technology Services at Northeastern Illinois.
Symantec’s expertise in security has already come in handy. The university has experienced a series of targeted
phishing attacks, and the software provider, through its cloud service, has been helpful in reducing the attacks.
“I’m thankful we have Symantec to work on it,” Tracy says. “They have a much better chance of fixing this
problem than we could internally. We would just end up filtering out too much, including a lot of legitimate e
mail.”
The move to Symantec’s cloud service offers solid security and also gives Tracy’s department the flexibility to
easily add or delete users as their needs change. That’s important, because the next step will be moving students
to Gmail while keeping faculty and staff on the Symantec email security system.
For any organization with software, infrastructure or platforms in the public cloud, it’s critical to identify threats
and vulnerabilities in real time so they can be acted on and resolved quickly, says Renell Dixon, a managing
director at PricewaterhouseCoopers, a global consultancy firm.
“When you’re talking about the cloud, the window of opportunity between the time a threat is located and the
time you are fully protected is very small,” she says. “It’s important to put something in place that manages that
process in real time by continuously monitoring and fixing problems as they occur.”

Why So Cautious?
James Leoni, deputy CIO for University of Maryland’s campus in Baltimore, is as cautious as Tracy when it
comes to moving to the cloud. His campus is home to seven professional and graduate schools, including
medicine and law. That means there’s a lot of personal legal and healthcare information that must be protected.
Faculty and staff are advised not to use the public cloud for certain grants and collaborative documents in order to
protect sensitive data. However, during the past year, the staff started allowing students to use Google Apps for
Education and Gmail.
33%
The percentage of IT security executives polled who think cloud infrastructure environments are as secure as on
premises data centers
SOURCE: Ponemon Institute, October 2011
Recognizing they need to secure both internal applications and external publiccloud services, campus IT staff set
up a system in which all incoming and outgoing email or documents pass through a Cisco Systems IronPort
security appliance. The IronPort gear encrypts sensitive information using rules that match the unique policies of
www.edtechmagazine.com/higher/article/2012/03/colleges-focus-cloud-security

4/7

4/11/12

Colleges Focus on Cloud Security | EdTech Magazine

the professional schools.
“So whether its email in the public cloud or internal applications, it all goes through the IronPort appliance,”
Leoni says. “The beauty of this is that we were able to deliver security for our publiccloud applications by using
our existing infrastructure.”
Over time, Leoni expects more functions and applications to move to the cloud. One possibility, he says, is
Microsoft Office 365, which provides cloudbased versions of its desktop, communications and collaboration
software.
“The reality is that some of these cloud services are more secure than some of the servers people are running
locally,” he says. “We have one or two people running our student email system, for example, but at Google, they
have an entire security team. Hundreds of system administrators can offer more resources than one or two.”

Cloud Security: Help Is on the Way
Security is the biggest reason organizations hold back from moving to publiccloud services. In response, several
of the most prominent security manufacturers have released products to ease these concerns.
One category is cloudbased email security. Products such as Symantec.cloud and Panda Cloud Email Protection
offer virus and spam protection, along with content and image control. Symantec also offers a product that
delivers instant messaging protection in the cloud.
Cloudbased security for the web is another major category, with offerings that include Trend Micro’s
SecureCloud, McAfee Cloud Security, Panda Cloud Office Protection and M86 Secure Web Service Hybrid.
These services block malware and spyware and offer policy control and user authentication.
Providers also offer cloudbased security services that deliver continuousmonitoring trend analysis.
“It’s about identifying threats and vulnerabilities and acting on them quickly to prevent problems people are
concerned about, like identity theft, denial of service and data loss,” explains Renell Dixon of
PricewaterhouseCoopers.
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