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Small public companies are preparing to shoulder hefty costs to comply with Section
404 of the Sarbanes-Oxley Act. Will you and your IT system be ready? L _

By Karen D. Schwartz Fortigate 330A Tutorial

Connor Anderson looks at unified threat
management products from Fortigate.

# View video »

RELATED MOST POPULAR

Get what you need to
Massachusetts Mandate know about information

Massachusetts sets the benchmark on

technology solutions to
protecting personal information.

grow your business.
Avoiding E-Discovery Pitfalls subscribe now »
Consider these best practices to inoculate
your company against the greatest risks
and costs.

E-Discovery — When Information
Becomes Evidence

The problem isn't just knowing what to
keep, but determining whether there's a
smoking gun in your electronically stored
information that proves or disproves a
case.

Be the Boss of Backup Exec
Learn how to get the most out of
Symantec's latest version of the
venerable backup software.

A Shorter Paper Trail
Document management starts at
document capture.

Mind-Reading Machines

Think radical human-computer interfaces
are years away from commercial
development? Think again.

Improve Electronic Document
Management

Discover a better way to secure, manage
and share documents with a free
Web-based application.

Moonlighting 101

Blogging is all the rage, but when your
employees blog, make sure you know the
legal ramifications.

Protecting Your Loved Ones

Avoid the journey into legal liability land
by exiting at the next signpost —
encrypted drives.

Filemaker Pro Review

This database is no longer a target for the
schoolyard bully.




Bernard Denoyer knows finance; he's spent the past decade as a finance executive. As vice
president and controller for Xenomics, a developer of genetic testing technology, Denoyer spends
his days steeped in numbers.

So when it came time for the 12-employee New York company to meet requirements of the
Sarbanes-Oxley Act, Denoyer set up a compliance system using Microsoft Office Visio, a flowchart
application to document and organize ideas, processes and systems@just the sort of things that
Denoyer thought the financial reporting mandates in Sarbanes-Oxley would require.

But after setting up this framework, Denoyer realized that neither he nor other Xenomics employees
had the time to continue the process@essentially gathering the information and crafting reports. It Photo: Vern Evans
was time for outside help. Wireless networking company

ViaSat hired a manager of
Xenomics is not alone. Small companies are compliance whose job is

finding that complying with Sarbanes- learning the intricacies of
Oracles' Internal Controls

Oxley@especially the infamous Section Manager, says business
4049is a significant challenge. Large systems manager Aaron
companies began meeting the reporting Sager.

demands of Section 404 last year. But the

Securities and Exchange Commission has given smaller companies@those
with market capitalizations of less than $75 million€until July 2007 to comply
with 404.

Given that delay and the fact that most companies with fewer than 100

employees have market caps below $75 million, few truly small companies

have faced Section 404 yet. But by looking to medium-sized companies that

have already implemented SOX, as the 2002 law is called, small organizations

can set strategies for handling the regulation. Although the bigger companies
may have hundreds of employees, they still struggle with implementing SOX because they don't have the large staffs and budgets
of Fortune 500 companies.

Their experience highlights several steps that small companies should follow. Namely, small businesses should take stock of
whatever internal finance and IT knowledge they have. They should consider how to leverage existing software packages they're
already using. Most companies will need to hire consultants to help them figure out how to comply with the regulation, but many will
be able to do it themselves after the first year.

The Big Picture

SOX requires public companies to keep detailed financial records and to document their auditing processes
for the SEC. The goal is to make it easier for regulators and shareholders to monitor corporate activities.
Section 404 requires public companies to develop and use internal controls in all their financial reporting
processes so that they can be verified by outside auditors.

| The delay in the Section 404 requirement follows two postponements by the SEC in response to complaints
that the reporting requirements are overkill for small businesses.
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"Small companies "Sarbanes-Oxley really doesn't scale down very well," says Tony Riley, CFO of Avanex, a fiber-optics
justdon'thave the  company in Fremont, Calif., with about 800 employees and $160 million in revenue. With a market cap of $114
manpower to - . - . . " .
document million, just $39 million over the cut-off point, Avanex is a company that had to comply early. "Small companies
everything they do,” just don't have the manpower to document everything they do."

says Tony Riley,

CFO of fiber-optics  For example, a CFO might be reviewing certain financial documents regularly, but Section 404 requires

company Avanex.  4ocumentation for that review process so that it's verifiable. "Many of these requirements are far too unwieldy
for these micro-cap companies" and can easily double or even triple a company's annual audit fees, Riley contends.

Nevertheless, companies must prepare for the reporting mandates. And Riley says smart use of information technology is a key
element. Once a company figures out exactly what must be documented, it should automate the process, he says. "A lot of small
companies have good IT systems, but they don't utilize the full capability of these systems."

The effort might be painful upfront, but in the long run it should increase efficiency and productivity, says Scott Gracyalny, managing
director of risk technology solutions at Protiviti, a Chicago auditor and risk consultant. In fact, adequate attention to how IT can help
comply with Section 404 can have several long-term benefits, he says.

Companies "will be seeking ways to extract value from their Sarbanes-Oxley compliance management processes, but to do that
they will need to think more strategically about their technology investments and move from project to process as well as from
tactical to strategic investments in technology,” Gracyalny adds.

Among the benefits he cites:

® increased accuracy in financial operations and reporting;



e decreased risk of financial fraud;
® increased likelihood that should fraud occur, it will be quickly detected and the individuals responsible will be held

accountable.

The first step is to take stock of internal financial and IT expertise. There is a boatload of software on the market to help with SOX
compliance. These products range from simple database applications for collecting the data to unique SOX-related tools and even
special modules for other apps or to plug into a company's enterprise resource planning (ERP) platform.

But choosing software and possibly bulking up a company's hardware infrastructure to support the new apps is just the tip of the
iceberg. A business also needs experts who understand the Section 404 requirements, how to apply any chosen software and how
to create a reportable€and also repeatable@process.

Few small companies have the staff or the knowledge to do all this work themselves. Even for companies with some SOX
knowledge, extensive in-house technology resources and time to manage the process, hiring a consultant to jump-start the process
might make good business sense.

From the Inside Out

404 Compliance by
the Numbers for a
Company With Less
Than $25 Million in
Revenue

$170,000 Cost for
external consulting,
software and other
charges

846 Number of external
consulting hours

1,150 Number of internal
man-hours

$52,500 Cost for annual
independent audits

Source: Financial
Executives International

That was true for ViaSat, a wireless networking company with $346 million in annual revenues and
about 1,000 employees. The Carlsbad, Calif., company set up a compliance module€Oracle Internal
Controls Manager (ICM), says Aaron Sager, ViaSat's manager of business systems. It chose ICM
because ViaSat had already standardized on an Oracle ERP several years earlier, he notes. The
company then hired an independent consultant that had worked with Oracle in the early stages of
ICM's development.

ViaSat also hired a manager of compliance whose job is to learn the intricacies of the Oracle software.
"He'll be the one who manages the data flow, and he'll be responsible for overseeing government
compliance," Sager says. And there is another external consultant to help with testing.

Biosite, a 1,000-employee biomedical company in San Diego with $245 million in annual revenues,
took a similar route. Company executives thought they could handle most of the job in-house because
the company's director of SEC reporting was formerly an auditor at a major accounting firm.
Nevertheless, Biosite initially hired consultants to analyze its accounts payable system and
recommend where to improve internal IT controls. The company then took over and implemented the
recommendations.

"Having somebody here who can adjust schedules, work with people when they are available and be
familiar with internal controls and your audit process is invaluable," Biosite CFO Christopher Twomey
says. "And it didn't cost nearly what it costs to have a third party do it."

The total cost of the initial portion of the project, which included performing a review of the accounts

payable system and related processes, came to $35,000, he says.

Biosite didn't have to spend much on software, either. Initially, the company gathered its compliance data in an Access database but
has since upgraded to SharePoint, a Windows component that has document sharing and collaboration utilities.

Some small companies might not be ready to fully automate their processes and that's OK, says one accounting expert. "It's
reasonable to have your documentation reside on an offline spreadsheet or document format if your business is not complex,
doesn't change a lot and doesn't have a large geographic footprint," says R. Trent Gazzaway, managing partner of corporate
governance at Grant Thornton, a tax, accounting and business consultant in Chicago.

As for Xenomics, Denoyer says he's glad that he at least started the process himself. "It was invaluable in determining how much of
the work we would have to outsource," he says.

Denoyer cautions against a company entirely removing itself from the process. "Make sure to maintain constant contact with the
auditor to ensure that everyone is on the same page," he says.

Hard Start

The hardest part, the companies on the front lines say, is setting up the initial system and getting through the first year. But once
processes are in place and have made it through their first year of operation, companies can ease consultants out, Protiviti's

Gracyalny advises.

Grant Thorton's Gazzaway adds, "Qualified external resources can serve the dual purpose of helping to effectively complete the first
evaluation while training the internal resources to take over in subsequent years."

Ka-ching! SOX Compliance doesn't come cheap

For a big company, the cost to comply with the reporting demands of the Sarbanes-Oxley Act averages $4.36 million in the first
year, most of it for external consulting and software, according to Financial Executives International (FEI), an association in

Florham Park, N.J.



Although the price won't be in the millions for small companies, compliance costs are likely to eat up a much higher proportion of
their revenue than they would in a larger company.

Small companies can expect an average 84-percent increase in audit fees when they implement Sarbanes-Oxley, according to
Chicago law firm Foley & Lardner.

FEI reports that the smallest companies@those with less than $25 million in revenue@spend an average of $170,000 on software
and consulting to comply with Section 404 alone.

The disproportionate burden is the main reason that the SEC's Advisory Committee on Smaller Public Companies has sought yet
another delay in the deadline for small companies to meet Section 404 compliance.

"We don't want to create an environment that's so costly that small public companies can't be profitable," says Richard D.
Brounstein, a committee member and the executive vice president and CEO of Calypte Biomedical of Lake Oswego, Ore. For
some companies, he figures, the costs of compliance could "literally come down to either introducing a new product or meeting
Section 404."

CEOQO takeaway
Companies that take a strategic approach to implementing SOX can derive the following business benefits from compliance,
according to a recent survey of financial executives by Oversight Systems, a vendor of SOX tools:

« increased accountability of individuals involved in financial reporting and operations;

« decreased risk of financial fraud;
« reduction in the number of errors in financial operations;
« improved accuracy in financial reports;

« strengthened board audit committees.
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